
Forty-eighth Legislature Government 
Second Regular Session S.B. 1097 
 

PROPOSED AMENDMENT 
 

SENATE AMENDMENTS TO S.B. 1097 
 

(Reference to printed bill) 
 

 

Page 1, line 11, after “OFFICE” insert “PURSUANT TO SECTION 41-3507, SUBSECTION D” 1 

After line 21, insert: 2 

“Sec. 2.  Section 41-3507, Arizona Revised Statutes, is amended to 3 

read: 4 

41-3507.  Statewide information security and privacy office; 5 

duties; suspension of budget unit's information 6 

infrastructure 7 

A.  The statewide information security and privacy office is 8 

established in the government information technology agency.  The statewide 9 

information security and privacy office shall serve as the strategic 10 

planning, facilitation and coordination office for information technology 11 

security in this state.  Individual budget units shall continue to maintain 12 

operational responsibility for information technology security. 13 

B.  The director shall appoint a statewide chief information security 14 

officer to manage the statewide information security and privacy office.  The 15 

statewide chief information security officer shall report to the director 16 

pursuant to section 41-3503.  17 

C.  The statewide information security and privacy office shall 18 

develop, implement, maintain and ensure compliance by each budget unit with a 19 

coordinated statewide assurance plan for information security and privacy. 20 

The statewide information security and privacy office shall: 21 

1.  Direct information security and privacy protection compliance 22 

reviews with each budget unit to ensure compliance with standards and 23 

effectiveness of security assurance plans as necessary. 24 

2.  Identify information security and privacy protection risks in each 25 

budget unit and direct agencies to adopt risk mitigation strategies, methods 26 

and procedures to lessen these risks. 27 
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3.  Monitor and report compliance of each budget unit with state 1 

information security and privacy protection policies, standards and 2 

procedures. 3 

4.  Coordinate statewide information security and privacy protection 4 

awareness and training programs. 5 

5.  Develop other strategies as necessary to protect this state's 6 

information technology infrastructure and the data that is stored on or 7 

transmitted by such infrastructure. 8 

D.  The statewide information security and privacy office may 9 

temporarily suspend operation of information infrastructure that is owned, 10 

leased, outsourced or shared in order to isolate the source of, or stop the 11 

spread of, an information security breach or other similar incident.  A 12 

budget unit shall comply with directives to temporarily discontinue or 13 

suspend operations of information infrastructure. 14 

E.  THIS SECTION DOES NOT ALLOW ANY EMPLOYEE OF THE STATEWIDE 15 

INFORMATION SECURITY AND PRIVACY OFFICE TO HAVE DIRECT ACCESS TO ANY OF THE 16 

BANKING OR INVESTMENT SYSTEMS OF THE STATE TREASURER’S OFFICE. 17 

E.  F.  Each budget unit and its contractors shall identify and report 18 

security incidents to the statewide information security and privacy office 19 

immediately on discovery and deploy mitigation strategies as directed.”  20 

Amend title to conform 21 

 
 

JACK W. HARPER 
 
 
1/31/08 
4:21 PM 
S: JL/jas 
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